W

INVESTIGATION
BY VASILY PROZOROV

KIEV’S SABOTAGE AND
PSYCHOLOGICAL OPERATIONS
AGAINST DONBASS




=
O
O
2
.
<L
Ll
=
a4
-
—

KIEV’S SABOTAGE AND PSYCHOLOGICAL
OPERATIONS AGAINST DONBASS

ESSENCE, TASK, AND PURPOSE

Information and psychological operations (InfoPsyOps) of the spe-
cial services of Ukraine are carried out amid civil war conducted by Ki-
ev against the unrecognized people's republics — the DPR and LPR. To
hide this shameful phenomenon from the world public, the Ukrainian
authorities camouflage the concept of civil war, calling it either an anti-
terrorist operation or an operation of the United forces. Due to this layer
of mimicry, not only the conduct of hostilities is given a formal legiti-
mate status, but also the technology of “fights without rules” against
their own citizens is legalized as well. At the same time Kiev calls them
“terrorists”, “separatists”, “koloradas” (those who wear and respect a
St.George's Ribbon), “vatniki” (radical pro-Russia patriots), etc.

In particular, during the military operation against the republics of
Donbass, under the leadership of Western curators, there was a crossing
(hybridization) of such relatively independent forms of confrontation as
sabotage and InfoPsyOps.

According to our assessment, these actions are better defined as
sabotage and psychological operations (SPO). They are based on misin-
formation and lies, provocations, intimidation and manipulation of pub-
lic opinion. Essentially, it's "Goebbels" propaganda.
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OPERATIONS-CONDUCTING BODIES

At first, InfoPsyOps have been conducted by the Security Service
of Ukraine (SBU), Chief Directorate of Intelligence of the ministry of
Defense of Ukraine, and the Ministry of Information Policy. The For-
eign Intelligence Service and Administration of State Border Guard Ser-
vice also played role in the issue. The National Security and Defense
Council of Ukraine (NSDC) coordinated these actions. Later on, after
the creation of the Special Operations Forces (SOF), the InfoPsyOps
units of the Armed Forces were subordinated to them and started to con-
duct the SPO as well.

The two main bodies that are conducting InfoPsyOps against the
republics of Donbass, SBU and SOF, are worth of paying attention.

In SBU there are 3 departments that are responsible for carrying
out such operations: Department of Counterintelligence Defense of State
Interests on Information Security (DCIS of SBU), Department of Protec-
tion of National Statehood (DPNS of SBU) and National Academy of
SBU, which has a special department training InfoPsyOps specialists.
These specialists are included in groups of Special Information Opera-
tions (S1O) being a part of the Joint Staff of the Central Department of
SBU in cpunterterrorist operation zone (JS CD SBU). The body which
was responsible for SBU activities in Donbass since January, 2015. It
was established by the order No. 7t of 14.01.2014 signed by the Chair-
man of Security Service of Ukraine Valentyn Nalyvaichenko.
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Jna enry#E00ECTo KOPHCTYEAHAR

IMpmma. Ne
IMPOEKT
SATBEPTEEHO
poznopamxernd [ onoer Coyviabu
OesmekH Y Kpaile

2015 poxy Ne

Cpramizamiisa cIpyETypa
0%’ egnamoro mraby CEY B pafom npoeegerna ATO
KEPIBHHIITBO OB*€ETHAHOI'O IIITABY CBY
B PAITOHI ITPOBEJEHHA ATO

Kepignux 06’ epuanoro mratby CEY e paiioni npopegenrs ATO (zacTynmmk
Tomoen CBY — wepieEmk AsTterepopuctiusoro tentpy mpu CBY, mepmmmi
zacTyrmunk | omoer CBY — wagamemmk [ omoemoro ympaemuEa mo Oopotedl 3
KOPYIINMERD Ta OpraHizoBaHoK 3m09HEHICTI0 llentpamsHoro ympasmuaa CBY =m
zacTymumeH | omoen CBY ma potam#mi ocHOBI, a 3a iX BIACYTHOCTI B paHOHI
mpoeegenna ATO — sacTymHuks KepigHEEa AHTHTEpOopHCTHIHOTO UeHTpy npi ChY
abo mawameauk [ltaby — 3acTyNHHE KepiBHHKA AHTHTEpOPHCTHYHOIO IEHTPY OpH
CBbY);

TEpIHE  3acTYNHHK EKepiemEka 0 egmasoro mraby CBY B pafiom
mpoeegenna ATO (zacTynmmk Haganeamea J[3H]T);

FacTYIHHE Kepieumuka 00 egamoro mrady ChY & pafiom npoeegenns ATO
(zacTynuek Hagarenuka [Taoy ATIT);

zacTVvIHHE Kepieapka 00 egpanoro mraby CBY e patiom npoeegenna ATO —
kepiensk cun Ta zacobie [JCO “A” (zacTymmk mavamsauka [1CO “A” 1 prme);

zacTVvIHHE Kepieapka 00 egpanoro mraby CBY e patiom npoeegenna ATO —
HAYATBHHE BUIOUTY aHATSY 1 WwiaHyeanHd (cmepooitank JEP, axuii wmae gocein
OlepaTHEHOI pobDOTH HE MEHINE TPROX POKIE, 33 HOCATOED HE HEDEWE HATATEHHEA
BTV ONEPaTHEHOTO THAPOEIUTY );

zacTVvIHHE Kepieapka 00 egpanoro mraby CBY e patiom npoeegenna ATO —
HAYATBHHE BIGIUTY IOpOTHAN KOPVINI Ta KOHTPPOSELIVEATBHOLO 3AXHCTY
EKOHOMITHHX 1HTepeciE gepsapH (cmepoditEEk IV K3E sa mocamom He Hmsme
3aCTVIHHEA HA9AIEHHEKA | 0I0EHOTO VIpaBIiHaS );

zacTVvIHHE Kepieapka 00 egpanoro mraby CBY e patiom npoeegenna ATO —
HAYATEHHE BLIIUTY AKTHEHHX KOHTPPO3ELIYEAIEHEX SANOTIE Ta
KOHTPPOSEIIYEAIEHOrO 3a0esmedeHHs BilichkopEX (opuyeass (cmepobditems [TKP
23 IIOCAJOED He HEEYE 3acTVIIHHKA HadaneHAka lerapraventy);

zacTVvIHHE Kepieapka 00 egpanoro mraby CBY e patiom npoeegenna ATO —
HAYATBHHE ITaby cHI cremartesrx onepamii (cmepoditaek JJKP za mocamoro He

Structure of JS CD SBU operating in Donbass
(Page 1)
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CIHEPOOITHEEH TpyviH (2 ocobH 3 uxcaa cmepobitamkie [JKIB 1a (ado) sa
pimenHay Haganeaura KB, moromrsesn 3 Ha9aTpHHKAMH PEMOHATEHIY OPraHiE
CBEYV, 2 uncna comiepobitamkie moposaimie KIE periomamemx oprasie CEY).

7. CEKTOP CIIEIIAJTbHAX TH@OPMAIIAHHAX OIEPAIITH

HATATHHHE cekTopy (cmepobitask [[3H] 2a mocamo He HICEHE 3acTYHHHEA
HATATBHHEA BIIILTY ).

7.1. T'pyoa MoHITOPHETY iHGopMamiHOro IpoCTopyY Ta Mepes [HrepaeT
crepobiTEEEE rpymE (2 ocobr — lemepobitemx JKIE ta 1 cmepobitamnk

JO3H]T ado =a pimepmaw sHagameaeExe JKIB tafadbo [J3H] noromsemsm =
HaualbHHKOM perioHaneHex oprame CBY, mpposmme JKIE Tafabo J3HIT

perioHaneHEx opragie CEY).
7.2, T'pvnoa pozpoDdEH cHemaTEEEX iIHGOpMAIHENNK onepari

CIEpoOITHEEH rpyvme (2 ocobd — lecmepobitaex JKIb ta 1 coiepobiTHEx
I3HI, ato s3a pimemmaM sHagasemExie JKIB tafato J3H] noromsensM 3
HATATBHHEOM perioHameHmx oprame CBY, maoposmme [IKIB ta/ado J3HIT
perioHaTsHEX oprame CBY).

7.3. Tpvoa npoeedcHHA COSINATEHHEY 1HGOPMAITIHIN oIepalni

CIHEPODITHHEEH TpyimHE (3 ocid — 3 cmepodbitemka YCBY & onenssiii obnacti,
2 cmepobitarka YCBY B Jlyrancexifi obmacti za piumenHaM HagamsHmka [[KIb,
TIOTO/ECHHM 3 HATATHHHEAM 3TaJAHHX PEr10HATRHEX OPTaHIE).

8. TPVIIA TH®OPMANIAHO-PO3’ ACHIOBAJIBHOI POBOTH

CIHEPODITHEEH rpyvmH (2 abo 3 ocobu — 1 mpec-odiep YOBY & onenskifi
obmacti, 1 mpec-odiumep YCBY & Jlyramceri#i obmacti. 3a motpebH, 3a piimeHHIM
wepieanka 00" eguanoro mrady [TY CBY & patiom npoeegerna ATO, noromsesm 3
HATATRHHEOM EBIAIOBIAHOTO perioHamsHoro opramy CBY — takow 1 mpec-odiuep
1HImOro perioHansHOro opragy ChY).

9. IT'PYIIA “ATh®dA”
zacTVIHHE KepieHuka 00 egnanoro mrady CBY e paiiom npoeegenna ATO —
wepieHHE cun Ta 3acobie OO “A” (zacTymems magamsmmka [[CO “A™ 1 eame);

CIEpoOITHEEH rpyvi (cmepoditenzs [JCO “A” (Horo mimoxpemiIeHMx
MiAPOZOUNE), MO Nepe0YEalOTE B OesMoCepelHEOMY INOPAIEVEANHI KepIEHHEA
00 eauanoro mrady, abo mANOpAIKOBAHI HAYaNRHHEAM yopaemue CBY B
Honeuexifi Ta Jlvramcerifi obmacTax. KimexicTs cIUBpoDITHHEIE EBHIHAYAETECA
pimensaM Hagameausa L[CO “A”, noromsemmv 3 zacTyvimmkom [omoem CBY —

Structure of JS CD SBU operating in Donbass
special information operations section
(Page 10)
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The group’s personnel includes mostly members of DCIS, DPNS
and National Academy of the Security Service of Ukraine. Here the ros-
ter of personnel of JS CD SBU in Donbass operations in 2017.
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SABOTAGE AND PSYCHOLOGICAL OPERATIONS OF
SERCURITY SERVICE OF UKRAINE

It is from this time that the actual sabotage and psychological op-
erations begin to crystallize. And this is understandable. Having failed to
defeat the republics of Donbass by military means, the Kiev authorities
began to emphasize the hybridization of sabotage and psychological op-
erations, documenting these types of active actions in a single whole.

This is confirmed by a document of interest which I’ve obtained. It
has a “Top secret” stamp — the Decision of the Joint Intelligence Com-
mittee under the President of Ukraine as of April 21, 2015. This is a
kind of closed from the public regulatory and legal framework for the
conduct of SPO.

Let me remind that it was only two months since heavy fights near
Debaltseve, on Bakhmutskaya highway, and in the Airport of Donetsk
were over, and the plan of the Ukrainian government to return “rebel-
lious provinces” under control failed. The new country leaders who
came to power as a result of coup d’etat decided to begin sabotage war
combined with InfoPsyOps against the republics of Donbass and in Cri-
mea.



UKR-LEAKS.COM

Decision of the Joint Intelligence Committee under the President
of Ukraine as of April 21, 2015
(Page 1)
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Pay attention to point 2 of this Decision:

“Speed up the creation of secret service and fighting (reconnais-
sance and sabotage) groups in temporarily occupied territory of
Ukraine, including patriotic civilians who have combat experience...

At the same time it’s necessary to pay attention to creating relia-
ble covert legends for operational and fighting (reconnaissance and
sabotage) actions (disguised as fighting between criminal groups and
local groups for influence, activity of guerrilla and separatist move-
ments, operations of the Russian intelligence agencies and so on)”’.

It turns out that Kiev began rapid preparation of forces that were
literally terrorist groups that included the locals who were dissatisfied
with DPR-LPR authorities. And the consequences of sabotage and ter-
rorist attacks will be attributed to local criminals fighting for influence,
or unknown liberation movement, or Russian intelligence agencies.

Remember how many times after assassination attempts on the
military-political leadership of the DPR-LPR and the militia command-
ers the versions about criminal disassembly or special operations of the
FSB-GRU-SVR of Russia to eliminate undesirable were immediately
launched? In fact, the SBU and its recruited agents were behind the or-
ganization of terrorist attacks and sabotage. Let me remind you that only
the head of the DPR, Alexander Zacharchenko, was the target of assas-
sination attempts on August 14, 2014, January 30, 2015, may 8, 2017,
and on August 31, 2018 the terrorists achieved their goal by killing the
leader of the Donetsk Republic.

The death of another eminent military person of DPR - the com-
mander of the “Sparta” battalion Arsen Pavliov (nom de geurre
“Motorola’) who has been blown up in his house on October 16, 2016
became one of the most wide-known acts of terrorism. On February 8,
2017 the terrorists have killed the commander of the “Somali” battalion
Mikhail Tolstykh (nom de guerre “Givi”). All these cases were support-
ed by a storm of fake reports from the Ukrainian media.

There is a lot of such facts of sabotage, InfoPsyOps, and terrorism
of Ukraine’s special services.
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FOREIGN INSTRUCTORS IN UKRAINE

By the way, point 5 of Decision of Joint Intelligence Committee
that we mentioned above deserves closer attention.
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Decision of the Joint Intelligence Committee under the President
of Ukraine as of April 21, 2015
(Page 3)
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“Security service of Ukraine together with intelligence bodies of
Ukraine in cooperation with foreign partner structures in two week pe-
riod has to begin the preparation of operational and fighting (recon-
naissance and sabotage) groups using the infrastructure existing in
Ukraine with involvement of foreign specialists”.

After this Decision numerous specialists from the USA, Great
Britain, Poland, and Baltic states appeared in Ukraine to train the mem-
bers of Department of Counterintelligence of SBU, Main Intelligence
Directorate of Ministry of Defense of Ukraine and Armed Forces units
to conduct acts of terrorism and murders, and also teach you to shift the
blame for your actions to others. So, the blood of the people of Donbass
is on hands of these foreign “specialists™ also.

In 2016 several hundreds of the servicemen from Great Britain
came to train Ukrainian military. Among them were:

Born

Rank Name DD MM.YYYY Passport
Colonel William Inglish 05.04.1962 402293295
Lieutenant David Lord 13.11.1961 403180489
colonel
Major Keith Alexander Page 10.05.1980 085178593
Major Timothy Vayt-Baykot 01.09.1979 209523209
Captain Phil Anderson 08.06.1990 111759170
Lieutenant Jake Adam Berridzh 29.02.1992 514206504

During 2016-2017 the same mission was performed by yet another
couple of hundreds specialists but this time from USA. Here are a few
names and IDs:

Rank Name Passport
Colonel Gerald Boston 820995911
Master sergeant Jeri Edward Helly 821079503
Staff sergeant Justin David Hoffman 821079684

Julia Lav 821607698
Herman Jos Blankaflor 821348738
Josh Alan Gavrilov 910268760
Christopher Andrew Meyers 910327736
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Later on in 2019 r. a group of military adviser from Denmark ar-
rived in Ukraine:

3BaHHe (pamuius nacnopT
Lieutenant colonel | Kenneth Schitt Mayrup 207340382
Lieutenant colonel | Jens Jacobsen 208254399
Commander Frank Dzheppsen 209370922
Commander Nils Blum Arlette 208934941
Commander Michel Marup-Lorentsen 205512239

Besides, two groups of information operations specialists of the
77th Brigade of British Royal Armed Forces operated in JOF zone. They
included about 10 servicemen, they were located in “Chayka” and
“Reikartz” hotels in Mariupol city and in “Sapfir” hotel of Kramatorsk
city acting under cover. Some of them pretended to be OSCE members,
others have arrived to the scene like journalists. SBU was responsible
for their security.

The British specialists were engaged in interception of mobile
phone calls, conducted operations of information influence, carried out
fake news campaigns on media, and trained Ukrainian specialists.

Western “consultants”, specialists from Great Britain in particular,
participated in one of the most tragic provocations of the Ukrainian in-
telligence agencies in Donbass. You can find more details in my investi-
gation film about a catastrophe of Malaysian “Boeing 777 over Don-
bass in July, 2014. At that moment two representatives of the British in-
telligence agencies have been operating in the zone of conflict and con-
trolled the preparation of the operation.



https://youtu.be/rUsewleEPII

UKR-LEAKS.COM
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SABOTAGE AND PSYCHOLOGICAL OPERATIONS
IN EASTERN UKRAINE

Sabotage and psychological operations against Sloviansk

But let me give you another example illustrating paragraph two of
the above-mentioned Decision. This operation was planned by the SBU
during unsuccessful attempts to take the city of Slavyansk.

SBU Plan for Sloviansk operation (Page 1)




UKR-LEAKS.COM

SBU Plan for Sloviansk operation (Page 2)
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Specialists of the SBU of Ukraine planned a special operation, the
purpose of which was to spread among the population of Sloviansk in-
formation that the people's mayor of the city Ponomarev has a serious
conflict with criminal circles from Russia. The target audience in this
case was the population of Slavyansk and the militia soldiers who de-
fended the city.

According to the plan, SBU intended to carry out a “gang up” on
the owner of the plant of high-voltage insulators Rybachuk under the
guise of a Russian (Chechen) criminal group. The organizers of this ac-
tion were confident that Rybachuk would seek assistance from
Ponomarev, who, accordingly, would not make any concessions in favor
of “criminal organization”. This was to be followed by arson of Ryba-
chuk's cars and threats to Ponomarev himself. It was planned to spread
information about Ponomarev's conflict with the Russian criminal group
through the agent network of the SBU employee Sergey Motorin (who,
by the way, became infamous later, when he joined the 5th Directorate
of the SBU and directly participated in the liquidation of Arsen Pavlov's
“Motorola”).

Well and an ultimate goal of the whole operation was, | quote:
“Further possible elimination of Ponomarev and his allies will be appre-
hended by the population of Sloviansk as a revenge of the Russian orga-
nized criminal group”.

No comment. Explicit adherence to paragraph 2 of the Decision.

The same document contains much more interesting info. For ex-
ample, how the SBU employees were going to put down power lines and
transformer stations to completely deprive the residents of Sloviansk of
power. A specially trained tactical groups, including employees and
fighters of the Center of special operations “A” (“Alpha”) have been
prepared to conduct this operation. Moreover, they also planned to de-
stabilize the work of mobile maintenance groups who would’ve arrived
to the scenes to repair the objects.



UKR-LEAKS.COM

SBU Plan for Sloviansk operation (Page 3)

Why would SBU need to deprive city of power? As specified in
the document, “to counter Russian TV and radio broadcasting”. Such
Ukraine-style freedom of speech.

It is a striking example of the attitude of the Ukrainian military and
security forces to civilians. Sloviansk city and Crimean Peninsula
could’ve faced serious negative effects, but this is never considered by
Kiev!
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Propaganda campaign in Artemovsk

Sometimes the Security Service was also entrusted with rather
primitive routine propaganda tasks. Both in the DPR and LPR, and on
the Ukraine controlled territory. For example, it was required to put up
propaganda posters on the streets of some cities.

apEvo 4

3, B pamsax peamizami OOEPATHEHOID 330VMY, CIOPAMOBAHOTO Ha
HeHTpATizamiio EOMOIEECY ecTablTizviodms YHHHHIIE Ha TEpHTOPI] 20HH
OMEPATHEHOTO 330 e3MeUeHHE, 3 TAKDE 3 MeT0K DOpMYEAHHE V MICIIEEOTO HACETeHEE
OOBIPH | MOSHTHEHOTO CTaEneHHEE qo cHl ATO, vEpaiHCEEOI ENMafgH Ta OpPTaHIE
MiCcIEEOTO caMoEpAmyEaEHg, 30 civeg 2015 pory v M. APTeMIECEEY B IDHMINIEHH]
MICEEEHEOHKOMY OIEPaTHEHOK Ipvmor CBb VEpaiHH v M. ApTeMICBEEY NPOBEISHD
Hapagy 3 CeKpeTapeM ApTeMiechkoi MickE0i page C.KImNeHRD Ta KeplEHHUTEOM
TPOMAICEERY CTPVETVD OPOVEPATHCEKOTO CIPAM VEAHHA.

Jorpena, BCTAHORNTEHD KOHTAKTH 3 EEPIBHHEOM TPOMATCREDI OpraHisamii
«BazxoayT vepaiHcerminy C HixonacHrOM Ta KepIBHHEOM I'POMAICEECT Opramizamii
«baxavrcera QopTems» B.CTaMeHOBEM. 3a pesyiIbTaTaMH NPOEEIEHDI HapagH
NPHHHEATO PIIIEHHA B HAHKOPOTIN CTPOKH PO3MICTHTH IHQOPMANIK MEATPIOTHIHOTO
XApAKTEPY, 4 TAEDE YEPAIHCBEY CHMEBOMIEY HA PERTAMHHY IDIOMIHHAY TA HOCLAX
(Bitbopou, cimi-natimu, alimboxcy, OJoposcHl  POIMANCKY, pextaud  Hl
mparcnopmi). TAK, Ha DaHHE 9aC POSMIIIEHO N0 B3MOEXE TPOJIeHOVCHEX JIHIH M.
ApTeMIECEEA JOPOEEH. POITAEEH 3 NPOVEPATHCRENME 3aKTHEAMH « Y Epaisa — £IHHEa
Kpaidaly, « Vipaiga moHan veels, «Crnasa Vepaisl — repomd cnasaly (Gruzexo 30
LNy T2 IpanopH Y KpaiHy.

4. 3a mepyveamms I «Aptemcimes (JpHemmpEa 001, ApTeMiBCBEHE p-H,
m. Comemap, evi Uranoea, 1-a) resepanssEoro gepekropa CTemueesra OnexcaEipa
Mexonafopraa (zEeHeHEE 29122014, 06.08.1957 pH., 3apeccTpOBAHHE M.
Conegap, 60 porie xoerHs, 18, k8. 28, M00. Ten. 050-324-51-64, npHIHATaECT 34
nobiropaEETM OpaTie KNIocEMx, B mepiod ovOAmii M. ApPTeMIiBCEE 23 TDOMMIOEY
BHHATOPOOY OTPHMAE 3COQV Ha podoTy Big migepa OoHoemele «JHP» 3 DOSHEHHEM
«bec» (besnep)), OVHEIOHVEAND ONHBKD 20 OHISPCHENX CIPVEIVP, JacTHHA AKHX
33I0BATACE V EPVIHEX TIHBOBHX CXeM3X 00 EiIMHEAHHE) Td NOPHEIICHEHHRD
TPOMIOEHX EOMITIE, %Ki 3 =UepeEs 2014 (micns TpHIHAYEHHE BO. TeHEPANRHOTO
geperropa 11 ©omenra 1. B.) 0ViIH DpHIHHEH.

J0Kpema:

*  OpHOHEEEHO pofoTy 3 monpmeMcreoM TOB «EHeproTpaHC» D0 HaJaHHEED
JOTICTEMHEX MOCTVT Ta SalisHEMHOIO TPaHCHOOPTY, HA pPaxvHEAX HEOTO, OC
3ANHIIAETHECE 330 0pToEaHICTE nepen 1 « ApTeMcine» v posMipl moHam 23 MIH. TpH,,
mpo mo 6yn0 npoiEdopMoRIHD BCi KOMOET 8HTHI OpPTaHH;

* [PHNHEEHA CXEeMA BiMMHBAHHA I[POMIOBHX KOMTIE 33 JOTIOMOTORD
goeroctpokoeoro crpaxyeaHHEs [IAT CK «Jlenpaa-Bite». Ha morosip s HagaHED
CTPaXOEHX IOCIYT OVII0 ERTpadeHD Olnsme 136 MIH. IpH;

* B pe3VIETAaTl poaMINIeHHA IPOIMOEHY KONITIE HONEPEIHM KepiEHHITEOM
JI1 «ApTeycine» Ha moTodHEX paxyveiax [IAT «AKTHB BAHEK» Ha 05.06.2014 p.
3HANOMHTECE 16959997173 rpe. =#x Halezats I «Aprevcines. Ha
CHOTOIHINTHIE JeHb, II0 BCIM (DAKTAMH HeSAKOHHEX [JiH MOCATOERN 0Ccl0 BlIIpaeTeH
33%PH E | eHepansHY NPOKYPaTypy ¥ KpaiHH;

* MNIEKOM YCVHEHHZ MOCEPETHHNBEHK TAHOE, VETATeH Tpaui EOHIPAKTH
mix I «Aptemcim» Ta O0mapromopame VEpaiHH, 0 JOIBQIEIO 3HATHO
330MAHTH KOIITH 18 MANPHEMCTES;
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A report of Security Service operatives regarding Artemovsk (Page 4)
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This is a report on the activities of the task force of JS CD SBU
deployed in Artemovsk, that was later renamed to Bahmut. Paragraph 3
of the document refers to the conduct of pro-Ukrainian propaganda in
Artemovsk. Beeing supported by pro-Kiev S.Nikolaenko, the CEO of
the “Bahmut Ukrainian” public organization, and V.Stamenov, the CEO
of “Bahmut Fortress”, the Security Service team placed posters contain-
ing mottoes “Ukraine — above all!”, “Glory to Ukraine! Glory to He-
roes!” and “Ukraine — a united country!” upon the roads of the city.

Of course, such propaganda activity is more an exception than a
rule that is being a routine task of the Security Service. In its activities,
this intelligence agency most often uses very sophisticated forms and
methods of influencing target audiences.

Sabotage and psychological operations against the LPR

As a due example, | offer a document prepared by SBU officers in
the city of Severodonetsk, who were engaged in SPO against the LPR.

The document is large in size, so | have translated just a part of it
regarding two operations against the LPR.

The first one is operation “Drain”, which deals with the creation of
fake legislative acts of the LPR state bodies and their dissemination for
the sake of... “misinformation, aimed at discrediting terrorist leaders,
certain aspects of their activities, initiating panic and increasing cen-
trifugal trends in the ranks of fighters within the framework of other
operational activities. In addition, some “drains” can encourage ter-
rorists to search for traitors in their ranks and repression in adminis-
trative apparatus (this requires single plums of real separatist docu-
ments) «.
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3agym «3aB»

3azHaueHHH 33QVM V CBOiH CVII € JONOMIKHHM Ta Iependadace CTEOPeHHA
JIEBOTO MEXaHIZMV pPO3pOOKH Ta NOMHPEHHA MAPOOIeHHX AOKVMEHTIE BiI iMeHl
MOCaJOBLIE, BIHCHKOBHX Ta PI3HOIO piBHA ciavix0 Ta MiHicTepcte JIHP t1a JHP.
BxazaHHH MeXaHI3M CTBOPIOETHCA A4 «IMICHISHHD OKPEMHX TeM Ta AesiHdopmarmii,
COpPAMOBAHOI Ha JHCKPEIHTANIIO JiJePIE TEPOPHCTIE, OKPEMHX aCHeKTIE IX JIAIBHOCTI,
IHII}OBAHHA MaHIYHHX HACTPOiE Ta NOCHIEHHA BIJAUEHTPOBHX TEeHAEHIIH B J1aBax
OOHOBHKIE B paMKaX IHIIHX ONEPAaTHEHHX 3aavMiB. KpiM TOro, oxpeMmi «3THEH»
MOKVTH CTHMYIIIOBATH TEPOPHCTIE J0 MOMIVKY 3paJHHKIE YV CEOIX pANax Ta pempecid y
agMIiHamapaTax (4nf OBOT0 HEOOXITHO MOOJHHOKI «3THEH» PEANbHHX JOKYMEHTIE
CemapaTHCTIB).

Ilpuxkian:

IIpod.1eMa: HeCTATOK TEXHIYHOTO 00.1aJHAHHA Ta KOIITIB.

Information operation “Drain”
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In another Operation, named “Forum-Storm”, it was planned to
create “a group of professional trolls and bots on different forums and
websites of the LPR/DPR, who would comment in a certain manner,
distribute certain news materials, misinformation and the like within
the framework of a planned goal (discredit, panic, spread of compro-
mise, hearing, etc.)”.

Jagym «DopyM-IITOPI

3pa%amdH Ha Te, mMO E pavrax indopManifHol OIOEATH TEpOPHCTAMH
OEVIIOBAHHEX TEPHIOPIH, NHme pecypcH Mepexl I[HTEpHET 3aNMHINAKTHECE THEEPETOM
OTpHMAHHA 1HbopMamii, CTEOPHTH Ipyny mpodeciHHEX TpomiE Ta OOTIE Ha pisHHEX
dopvmax T1a cafitax JIHP — THP, gxi § 3OiSCHIOBATH KOMEHTVEAHHE V EHZHATEHOMY
pPVCIi, MOMHPeHHEY BH3HATeHHE HOBHHHEX MaTepiamie, Jesigdopyamifegms jagmx Tomo
E paME3X CITIaHOBAHOI CHTVATHEHOI MeTH (JHCEDEIHTANiA NaHIEd, NOMEPEHHI
EOMOPMATEPIATIE, TVIOK TOMD ).

Information operation “Forum-Storm”
So | would strongly recommend to be careful about comments on

social media, forums and under media articles. They are mostly written
by such “daughters of officers” (a Crimean sort of Syrian Bana girl).
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SBU’s information and psychological operations

In addition, SBU conducted a number of long-running operations.

Special information operations SBU report
(Page 1)
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Special information operations SBU report
(Page 2)

The majority of these operations are aimed at creating of a negative
image of Russia (“Russia — is an aggressor”), and political leaders of the
DPR/LPR as well (“Spiders in a jar”, “Mobilize “gilded youth” of the
DPR and LPR”, “National lustration”, etc.). In addition, within the
“Chronicle of Occupation” operation, SBU specialists try their best to
convince the population of Donbass that the critical situation has devel-
oped with the arrival of the “Russian world”.
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Propaganda on a commercial radio

_ For SPO sake, Ukrainian security institutions actively use not only
soc_lal networkg,_but traditional media as well, including publications,
radio and television. At the same time, they fell absolutely free to take

air time and frequencies away from commercial bodies, motivating this
by the need to resist “the Russian aggression”.

P-U—-_E—f —r e .

P

YKPATHA

HAIIIOHAJIBHA PAJIA YKPATHH
3 MUTAHBb TEJJEBAYEHHS 1 PAIIOMOBJIEHHSI

01601, Kuis - 34, sva. Hpopizna, 2. me:. (38044) 278-68-32, gaxc (38044) 278-74-90
http.://www.nrada.gov.ua, E-mail: nrada@nrada.gov.ua

T A0 4 N TSV

naNe o o o

KepiBHHKY AHTHTEPOPHCTHYHOT onepanii

Ha TepHTOpii JloHenbKoI Ta JIyrancbkoi ofacrei
I'eHepan-noJKOBHHKY

Bopo6iiosy I'.IL

M. Kpamatopesk Jlonenbkoi 0611, [lITaé anTHTEPOPHCTHYHOT
onepanii Ha TepuTopii Tonensroi
Ta Jlyrancokol obnacreii

Ilanosuuii Fennagiio Ierposnuy!

V HamjosansHili pani YkpaiHu 3 nurtaHp TenebaueHHs i panioMOBIEHHS
posrisHyTo Bam ymer, nepeanpecosannii Pasoio HatioHaNbHOI Ge3neka i 0GopoHH
VkpaiHu 100 HAJlaHHs THMYAcOBOIO JI03BOJY kepisauuTBy ATO Ha 31iHCHEHHS
edipHOro pafioMOBJIEHHS HA yactori 105,7 MI'u y M. KpamMaTopebKy, AKa HalexKHTh
ninensiaty Hanionanssoi panu, TOB «TPK KJIAC», M. Kuis.

3rigno 3 ninensieio Haujonanenoi paau HP Ne 0981-m Big 30.10.2002 TOB
«TPK KJIAC», M. KniB Mae 3pificHioBaTi edipHe palioMOBICHHS 3 BUKOPHUCTAHESM
yactoru 105,7 M’y y M. KpamaTopchKy, 06T MOBJICHHS — 24 roguHu Ha A00Y.

3pakaioyd  HA  BAXIMBICTs  OpraHisauii  mpoTaii inpopmaniiHo-
neuxonoriysomy BBy 3 Goky Pocii B ymoBax 36poiiHoro KoHdnikTy 3
BUKOPHCTaHHSIM €JIeKTPOHHHMX 3aco6iB MacoBoi indopmalii pizHux GopM BIIACHOCTI,
Hanjonaneha paga He B6auae TMOpYWIEHHS 9MHHOTO  3aKOHOAABCTBA y
3anpONOHOBAHOMY  KepiBHHMITBOM AHTHTEpPOPUCTHYHOI  omepauii BapiaHTi
indopMyBaHHs HaCeNeHHs, ¥ pasi norokenns 3 TOB «TPK KJIAC», M. Kuis.
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3 noBaro

I'osnosa HanioHabHOI pajiH . IO Apremenko

I1. bouex \
278-73-04

A letter from the National Television
and Radio Broadcasting Council
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“They are waiting for you at home” campaign

As noted above, the SBU launched a campaign aimed specifically
at the Donbass militia called “They are waiting for you at home”
(Ukrainian: «Ha Tebe yekaroTh BIOMay).

A report of the ongoing “They are waiting for you at home ” campaign
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The idea of this campaign and its development belongs in general
to the employees of the National Academy of the Security Service and
personally to its rector — Colonel Sergei Kudinov.

According to the official website of the campaign, it has been ac-
tive since 2015, and by 2019 more than 360 people took advantage of it.
The SBU actively promotes the mentioned campaign, promising every-
one who is willing to get pardoned. Except SBU did not indicat, that the
campaign has no legal effect, and no one guarantees its participant legal

amnesty.
W

CIJIVIKBA BE3IEKH YKPATHU

HAenaprament Koopaunatopy MeiitHoT iHiliaTHeH
indopmaniifino-ananiTuanoro 33 NIpaBa NOJUHH
3abe3nedeHns Karpuuenxo T.B
Yupasainns

B3acmoil i3 3acobamu macosol
indopmanil Ta rpomajeskicTio
ayn, Boaosmmpeus, 33, w, Kide, 01601
Ten/ihoxe (044) 279-30-40
E-mail. pressinfo@@ssu. gov.un
Koa €JIPNOY 00034074

BOELE e G/ A g™

Ha Ne il

IllasoBua Tersro Bonoaumupisuo!

Ha Baw 3armt Big 01 mororo w.p. Ne 25 3a indopmauieto, Hamaroio Ilpec-
uentpy CB Ykpaiun komuerentaumu migposainamu CBb Yipaiuu, nosizomasemo.

[Tporpama CBY «Ha TeGe uekatots Broma» (nani — I[Iporpama) sanposaxena
y cepnni 2015 poky (if 3micT Gys10 posmimero B posaini “Hosunu™ na odiuinomy
Be6-caiiti CBY 18.08.2015 poky Ta y colmepexax).

3 nouarky icnysauus [Tporpamu Hero ckopucTanuch 367 ocib.

[Mporpama CBY He BCTAHOBMOE 3aKOHOJABYMX rapaHTiii Ta mnpouexyp
3BibHEHHA OCI0 BiJl KpMMiHANbHOT BiANOBiNaNBHOCTI, a jHme nepenbavac HanaHHA
KOHCYJIFTATHBHOI Ta IHIIOI OMOMOrH 3a3HayeHHM 0co0aM Y TpPHITMHEHHI HUMH
MPOTHNPABHOT AISMLHOCTI TA MOAAILLIOMY X 3BEPHEHHI JI0 MPABOOXOPOHHUX OPraHiB
Vipaiun. CrocopHo ywachukis [Mporpamn cynamu Ykpailu npuiiManuch pilleHHS
1010 3BiMbHEHHA IX BiJl KpUMIHAILHOT BifmoBifambsRoCTi 3a w. 1, 2 c1.260, 4. 2 cT.
263, cr. 353 Taw. 1,2, 3 cr. 258 KK Vkpainu.

OCHOBHOIO MiACTABOIO IS BiMOBH 0cabi B 3aimyuenHi a0 [Iporpamu € cryniub
TSKKOCTI CKOEHHSA HEI0 KPHMIHATBHOIO MPaBONOpYMIEHHS.

s sanywenuss no [lporpamu ocobi AocTaTHRO MOBIOMHTH Y Oyab-skuii
3py4HHit JUIs Hel crioci® mpo ceiif ramip ywacti y wiit ITporpami.

Bxazana nporpama crpuse 3HIDKCHHIO TIOTEHIUIamy BiHCBKOBOro CynpOTHBY
H3B® «/ITHP/JTHP» 36poitanm Cunam Ykpaiuu. 3MeHuye 3aranbiy YHCENbHICTD
H3B® «/IHP/JIHP» Ta 03BosisAe cHopMyBaTH NO3ATHBHY i YKpaiHy cycninbHy
AYMKY sK B paiioni nposepenss Omnepauii o6’€IHaHHX CHI Ha TepHTOpIl
Jloneuskoi Ta Jlyraucskoi obnacreif, Tak i 3a iioro Mexamu, 36inblIye KilbKicTh
NPUXMIIBHAKIB lepkaBHol Biaan B YKpaiui.

Cnyxba OGesnekn VYkpainum B pamkax wuiei [Tporpamu GesnocepejHbo
chisnpamoe 3 Hawionanehoto [loninjeto Ykpaiuu, ockinbku Oinbma vacTura
KPHMIH@ILHHX —TNPABONOPYLIEHh PO3CIHiAyeTbes cnimuumu  migpoainamu  HIT
Ykpainu.
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Kepisuuk Ynpasninns g O. Titnancbka

A letter from SBU regarding “They wait you at home” campaign
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Those who believe the SBU get into very unpleasant situations:
they are still being convicted in Ukraine or being engaged as a witness
in criminal cases against other supporters of the DPR/LPR.

Sometimes the fate of credulous men turns out to be quite tragic.
As, for example, in the case of militiaman Andrey Gordeev, who on July
14, 2018 moved to the Ukraine controlled territory to take advantage of
the campaign. Four days later, his body, with traces of torture and gun-
shot wounds, was dumped at the DPR positions.

And to this day the SBU is spreading propaganda bait for those
who, experiencing a natural longing for home, will stick on it and get in-
to the networks of special services for further exploitation and use in the
interests of official Kiev authorities.
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SOF INFORMATION AND PSYCHOLOGICAL
OPERATIONS CENTRES

The second most important structure, which carries out sabotage
and psychological operations against the DPR/LPR we previously men-
tioned is the Special Operations Force of the Armed Forces of Ukraine.

The SOF was established in 2016 as a new branch of the army,
comprising also Ukraine’s InfoPsyOps units.

unit name
Senior InfoPsyOps Center (for-
merly 72" Center)
16™ InfoPsyOps Center
74" InfoPsyOps Center
83" InfoPsyOps Center

unit no.
A-4398

location
Brovary, Kiev region

A-1182
A-1277
A-2455

Guiva, Zhitomir Region
Lviv
Odessa

SOF Command Telephone Directory (Page 1)

o Command. A joint unit and task force of the mentioned centers take part
T in the JFO. Personnel is rotated after a certain period of time.
u Te.Iet]JOHHbel COPaBOYHHK OTPAHHYEHHOI0 MOIL30OBAHHSA mTada KOMAHJOBAHHA CHJI COeNHATBHBIX Onepﬂu"ﬁ BOOPYKeHHBIX CHI )‘Kpﬂ["’”ﬂ
! m{ Tipisswmme, ivr's, mo-GaTsKoi MATC |ATC2 {33 [ a3 | Mobizeemit Té‘lg;“m FPT;‘;‘EM e Tipimw, ', mo-famsoni MaTC |aTC2 |33 [ 23 | Mobineemit Té‘lg;“m ,Pf‘li:,’"
Drercarndp o T
TIVHBOB BET = JER . e —
! | Teop Bacumosux Map ‘ma Bosdwapisna 47-013 Pz | 097-569-07-59 061089
S | RPHBOHOC 22| BACHTHRELE oL o8 .
2 | Cepeiii Tpusoposuy 23| Conanicaas Bacuzsosus 7 0783
m 3 | ZKOII 281067 Dizait onepaTasHoepron
Capeini Anamoniiiosuy 28 THOIVE = 54065 -
29| mamonis Muvoratiosu 47019) 540.65-16| 02.04.72
7 = BACEKIBCBRIT - =
J Andpiis Bozodunuposus 181171 30| BosdanAndpitioeus 47019 704-88-99 16.08.77
VIF30E8 30 ATEER - 7
] Bazspini Cammoposuy P-6i-01 221089 Oraxcii Hemposuv 47019 210874
6 | XOPYAHH 19.01.66 32| COI0B ERRO 47019 180181
z Baroduwup Cmenanosus Bacurs Homposus
POIBTIVE: A (07 JOPUERRO 5 P
S [ KACEIB08 P 20869 33| J0piis Bacumosue 47-019) 15.08.80
! " | Eseenii Barermunosuu [-967-84- - Binaitennz 60l0E0 rOTOBROCT
Bi TAHYEAHA T2 KOOpPAN By TRATH ‘ ‘ ‘ < | |
- 34 T 219) 096-511-28-56 01.06.93
§ | KOBEID . 47031 068-619-91-69 17.11.70 Cepsit Cepaifioaus _ _
Dawnpo Murozaiseus Tpvna Gesmem: onepam
g| TATE 47031 0672886190 18 06 62 35| BB 0637231646 220481
Munora Boroduraposuy Mawcun Bixmoposuy
ol TPEIAK l7oo1 068-004-1738 P VIPABITHAA TIArOTOBKA (7]
Eozentii Boradwuposisy 7 063-668.09 26 w12 Biwrn onepatmenol maroToBm
VEORAT . . . CABIEHRO S 1060 B
1| SO 7031 063-111.61.76 150783 36| GBIEEO 47.037) 096-719-60-74 171281
TIONTERRG . -_ [ CIVITRA 0300531323 .
12| LomEERD 7031 066-440-68-81 18,0478 31| T eponaa 000531515 19.05.69
_ Hdopaa I e
OTOPOTHIR . it pe _ §
13| Bozan Onexcandposun 47031 0635344658 010574 3y KO 47.032) 0632062736 300683
ELTEIBRHT - - " e Ardp
13| Tapac Borodwauposuy 47-031 093-077-38-38 04.10.85 39| EPABRVE oo 47032 27.07.84
15| BOPHAR 47.031 0304696812 01.04.68 TVERO
*| Bozodwsp Ipuzoposus ? 2 ’ ao DERD e 47032 06.06.83
PENOPYVE - - daez Mur
16 OFIVE 47-129) 096-550-55-13 13,0188 KAVHEE =
Andpiis Onerandposus I e m Sy sosoiuropoen 47.037) getsnioo Tt 04.0284)
17| FET 17073 031078 ] B e 47.037) 067-143-0449 10,0685
ocmmmun Botodurposus B _
MEJHIROE - . pyma i sifces
18| Coriii dnamoritiosus 47124 [4646-46-661 10.09.74 13| AVPHIO 17.032] 0087828601 220683
= — B nacaas Copatiosws 03 063-600-18 00 2
FACIFHEHRO - T4 _ -754
1] EACUTFERRD 30874 | R e 1— 4703 ] 066-394-75-06 160182
ROBITHE . ) Pm cryaon
29| Muwora Bazepiiosus 260178 | ZAFART ] ] I I
11 kBRI e BIILT EPCOHATY (1)
2| Oroxcandp Andpinosuy 241283 [ IVCBED - -
| MVIPAKOE 62038 PP 45| Munora Cmenanosuy 47-129) 060476
22| ‘ripiic Borodwapostcy 406930 o7 6| MAIBIEERO _ 7129) 050283
23] HRITIOK 7013 093.044.69 84 011083 Andpiis Muroaiiosus
2’| Hempo Murozatiosuy - o 47| AMHIEPEQ 47120 091173
Biix 7| Cuee Aropii 12 ’
FOMATAHOR N T35 [ 050-36294-13 ﬁ TPHLIEA - ﬁ
24| B'susctas Basspiiiosuy 47012 P61-78 | 0674420340 200273 4| Bimavia Borowaposun 47-129) 210378
| TxoHOB - 50 . - " -
S —— 4013 | ma | 0936461120 220676 19| O condmian 17129) 0636583000 28.07.89)
76| BE/TKOPOTHI] [SEUE -5 | 0674976558 741239




27

juase  Tipisswue, i, mo-Samusosi MatC (aTez | 32 |22 | MoSimmi “-3:;‘;3 Jlara
so| GBI 47-129 093-984-29-85 19.06.79
Temana Muxcaaisna
BLIILL.IOTTCTAKA (34)
51| YMIHCREHT 47-123 097-211-45-34 02.05.74
Bimazil Perixcosut
5p| HEPEEEPIEHD 47-123 098-231-82-40 251187
Povan Borodumuposuy
53| IPAIILC 47123 096-597-03-34 20.08.88
Pycaax Bixmoposud
BIIALT OBOPOHHOT O ILIAHYBAHHA (J5)
| KAFHCE o - B S "
54| Baotrorup Apmyposu 47-025 14-507 | 067-289-66-24 05.06.68|
55| IPOPIMEREO 47025 14507 |067-217-32-11 |400-51-82| 23.01.64)
IOpiit Ipuzoposuy
[ BOWIOIITAR o - " e
56| Ttampo Bosoousuposus 47-025 14-507 | 096-062-68-33 15.02.78
57| MARCIH 47025 14507 | 097-664-15-64 27.12.82
Amumpo Anamoaitiosuy
o[ SATVI{ERC o - S P
58| Jopri Bmasiiosu 47-025 14-507 | 067-983-17-82 05.05.76)
—[ BIACEHRD . -
59| T et damonidos 47-025 14-507 | 068-624-63-19 15.04.89
BLIILT 3B A3KY TA THGOPMAIIAHAX CACTEM (36)
oo| ZFTEOX 47-015 1500 1067.22524-76 051172
epeiii Onexciiloguy L61-7
HETFATIORK T6I3TE T35S
61| opin Borooumupoaus 47-020 095-696-50-24 14.10.79
TIPHIAIAH 055-170-56-26 "
62| Zoop Bimazioeus 47-020 093-605-02-52 15.08.77
KAPAY0B 066-752-30-28 "
o3 B anecias Muxoaatioeut fH7-020 063-586-44-39 16.05.73
64| TOTEBERBRD li7-020 063-115-38-44 16.03.78
Andpilt Cepeilioguy
[ BATPAR "
o5 Rocmaumur Borodunupoeuy [+7-020 03.03.84
g6| SPOROCEAKD ls7-020 095-177-3761 29.06 81
Ouexcandp Anamoniiosuy
TOFAPYVE 063-875-26-96 "
67| Cepeint Bacumosus (7-020 097-282-09-76 15.07.81
58| KOBBACIOR l7-020 068-448-44-69 20,05 80)
Murona $edoposuy
go| PETIIIOE 47-020 050-974-27-22 240671
B’auecnag Bacuibosu+
BIIJILT OIEPATABHOT O 3ABE3NEYEHHSA
70| CEIYP 47-132 097-135-90-37 25.05 68
Onexcandp leanosuH
71| CHIPHOHOE 47-021 067-748-36-88 |285-28-97] 05.03.78
Onexcandp Cepzitioau
72| coroavan 47-021 066-750-19-75 07.06.79
Jsan Muxonatioeux
o 73| MARYX 47-021 067-335-63-60 31.07.91
Amumpo Juumpoeuy
u AIMIHICTPATHBHE BIAILIEHHA
74| TV AEROLRAA 47022 097-961-21-49 [i-20-56-84-54] 29.09.77
Bixmop Muxcaalioguy
! 75| KY3BMIHOBA 47-022 066-210-19-01 09.0574
< juase  Tipisswute, ', no-Samuroni MATC [ATC2 |33 |23 | MoGimemmii Té:;f;m Jata
m Onvza Pedopiana
TOTOBAIIERRC - 056621833 S
[ ——— 47-022 066-597-41-40 10.08.82
BFOXOHERO - 1565003513 -
J 77| Mapia Biwxmopiana 47-022 050-281-4435 07.01.55
XOJAKOBCERA - 063-366-20-82
| 78| Tomsna Iropisna 47-022 067-454-60-84 13.01.86
m VIIPAB.IIHIA THSOPMAIIARO 1ICAXOIOTTUHAX OLEPAL
CACBKD 00 14-511 | 063-4Z5-01-00 -
| Cozen Ozexcaudposuy 4 0"3| P-61-88 | 067-154-82-60 24.09.80
! OpramsamfHo-m & miamin
IIYPKO US| 050-382-20-5 212
80 FOpiii Bonoduvuposuy 45579 IP-61-88 050-382-20-59 221263
KFPABIIOB < 14-511 - N
: 81| o oowreup Basepiioous 45-579 Sl l067-671-39-56 20.09.73
5| HOCKOB sz 14-511 _007.30.55
8 Ouexciti Onexciiiogu+ 45-579 IP-61-88 063-992-30-55 04.04.84
OVPIRA 14-511 13232
83| Copmit Bozoowsupoout 45-579 St 10677342327 19.01.83
I[BETKOB sz 14-511 455,05 Nz
84| op Barapiiiosus 45-579 o1t 1093-455-95-13 25.10.87)
TH OpMAaII HHO-aHAJI THIHHH ELUILT
_| OCIPOBCERIAH 5 14511
85| S opi Orexcandpoe 47-028 it | os7-401-76-09 04.08.83
METBHAR 14511 |098-120-978
86| smon Teonidoeus 47-028 P6l.88 | 063-794-53-08 01.0683
HOBIK 14-511 -
87| Jaop Craanicrasosu 47-028 Bt 1 067-506-84-60 07.08.79)
TRAHOB ™ ERSH 122962
88 Onexciil Anamonifioeuy 47-028 IP-61-88 063-122-36-21 310851
YIIPABIHES ONEPATHBHOT O PESEPBY
HIKVITH 14-498 -z
89 Bimaniti Boreduuuposuy 47-027 pstgg | 0673474553 101071
FPACKA30F 00 14-408 60,9717 -
90| 1o Teonidoau 47-027 T8 1 067-260-97-12 15.04.73
Oprasi AHO-IT if B1AALT
MOPO30B 5 14308 | 067-273-71-00 5
i Podion Bixmoposu+ (7029 IP-61-85 | 093-612-27-70 23.11.69
XAMVIA 14-508 | U63-855-08-84
i Anamoaill Bixmopoauy 7-029 IP-61-89 | 067-190-55-31 24.04.73
ITEPAHFOK o7 14-508 064-97 5
93| it Banepiona 47-029 108 1 093-064-92-69 23.07.84
111171 HANPAMEKIE [0 CEKTOpax
OITKOJEP 07 14-508 ~ ETY N
94| Copett Bacursoau 47-029 S 09s-671-29-40 25.04.79)
[ AIBEIH ;" P
95| 4ot HOpiiiosu 47-032 063-755-52-58 10.01.88
Blm.ﬂ IMATOTOBKH ONEPATHBHOIO PEIEPRY
PVPCEHRO 14-508 - -
| Fowaoni Boroduuuposuy (7029 Potgy | 003-523-14-53 191166
CTAPOBEPOB 14-508 | 063-505-67-37 | - -
i Auvumpo Anamoxiiosuy (1029 Fl-8a | 093-355-40-00 | #2#2-96| 03.01.72
TEMHIRO . 13-508 sas
o8 Heruc Apmemoguy (7029 Pl gg |063-978-54-38 14.09.93
TPAITAN 2 13308 | gsp.362.6L. 2
g9l L e 47-029 L3 l0s0-362-61-90 24.07.73
CJIY/KBA OXOPOHH JIEP/RABHOI TAEMHHAT

SOF Command Telephone Directory (Page 2)
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In due time | coped to make quite close ties with the SOF
supremes. In particular, with Igor Lunev, the SOF Commanding
General, and his first deputy Colonel Sergey Krivonos.
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Krivonos S.G. rigt |

As a result, | felt at home in the SOF Command Post, including the
Directorate of InfoPsyOps, | was acquainted with almost all of the offic-
ers there.
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For example, | took the following photos in one of the InfoPsyOps
offices.

In the office of the Department of InfoPsyOps, SOF Command

The map on the wall is entitled “A map of territories temporarily
occupied by Moscow.” In particular, Sakhalin and other Far Eastern re-
gions of Russia are highlighted in red. Funny pictures are being hung on
the walls by the officers, aren't they? | wonder if this can be qualified as
inciting separatism, which is so condemned by all Ukrainian patriots?
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There is a list of SOF structures including the above-mentioned In-
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foPsyOps Centers next to the map.
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InfoPsyOps Centers operations

At the end of 2019, information on current psychological activities
in which InfoPsyOps Centers could participate was published on the In-
ternet. The event, codenamed “Clivage,” involved dissemination of mis-
information about increased level of radiation in Enakievo. During the
“Health” campaign, propagandists wanted to intimidate the residents of
DPR/LPR with an epidemic of tuberculosis. Miners in turn were sup-
posed to become targets to the action with the cipher “Shakhtar.”

Besides, officers of the Senior (72"%) InfoPsyOps Center main-
tained fake news sites of informnapalm.org, seabreeze.org.ua, podvod-
ka.info, infoaccent.net. The “Calendar of military glory of the Ukraine
Armed Forces,” “Music of Ukrainian warriors,” “Radio operations of
Joint Forces,” “Cyber-Maidan,” “Guide to information security” and
others were also on the list of their developments.

Some publications and campaigns were ordered by military propa-
gandists from the third-party contractors. Information about this is often
published on public procurement sites or posted by bloggers. On aver-
age, the InfoPsyOps Centers spend about $380 000 on such outsourcing
annually.

For example, 83" Center has recently ordered a series of videos
discrediting the “Russian world” in Crimea. This document made it clear
to me that the Ukrainians do not understand and have never understood
Crimean inhabitants, their former co-citizens. They are trying to intimi-
date them with a downturn in tourism that has only grown since 2014.
Meanwhile greedy and low-budget Ukrainian tourists did not greatly
contribute to the regional development before. Moreover, Crimean peo-
ple know perfectly who they should thank for the years of lack of water
and electricity — former fellow citizens.
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}16™ xBiTHS 2019 poKxy rpomazsHi Bexepsay B.C.
Ne 636 _670 M. IBarO-®paHKIBCHK
M. Ozieca

IITanoBHa Baciumiso CepriiBgo!

3 METOI0 NpoBeIeHHS IOCIUUKeHHA pPHHKY IOCHYT 3a KOIOM 3TiiHO
HalllOHAZTBHOTO Ki1acH@ikaTopa 3aKkynisens Vkpainn JK 021:2015: 92111260-2—
«BrnpoOHIITBO iHGOpMANIiTHIX BiZeoMaTepialiB» KepiBHIITBO OOLKETHOL
YCTAHOBI 3BepTa€ThCA 110 Bac 3 NMPOXAHHAM HAZATI KOMEpIUiiiHy MpONO3HIiIo
BIAIOBIIHO JI0 HABEICHOTO HILKYE TeXHIYHOIO 3aBaHHA.

TEXHIYHE 3AB/IAHHA

(dopmy:sip)
NOCAVIH V cdepl BHrOTOBICHHA Cepii BIACOMATEPIATIE.

1. | Ipexver samoprenns | Cepia inbopManiitHuX BLICOPOIHKIE (6-8 BLICOPOIHKIE)

2. | Tema «Pyccxmi Map» B Kprvy

3. | Ipusnavesnns o0'exty | IndopMyBaHHA BHIHAYEHO! ULTHOBOI Y THTOPII PO Te, IO OKYMAIiTHA

B1aga TOT AP Kpuu Beje MEBOCTPIB J0 3aHenaTy.

4. | Moga Pocificexa (PYCCKHIT J351K)

5. | TpreamcTs oxsiei cepii | 8-10 xsraHH. BHX11 — He piime HUk pas Ha 10 JHIB, ONTHMATEHO — pa3
Ta NepIOTHYIHICTE Ha 7 quiB. [HII3 NepioIHYHICTS — MICIS VITOTKEHHY 13 3aMOBHHKOM

6. | ITIA Hacenesns TOT AP Kpmu.

7. | Mmis  nepexomam=s. | B ryMOpPHCTHYHIN Ta NerKOJOCTYNHHIN 114 COPHIHATTS MHPOKHMH
Korpenms MacamH GOpMI NOKA3aTH HACTLAKH NPHXOAY B KpHM «PYCCKOrO MHpay

TIpoJeMOHCTPYBATH 3aHeNa] eK0I0r, TYPHCTHIHOI raTyst. 3poOHTH
2KIIeHT Ha YTHCK HAUIOHATHHAX MEHIIIHX, Ha OOMEKeHHA P2B TIOJHHH.
HarolocHTH Ha  HaAMIDHIH  MUmITapH3amii  MBOCTPOBA T2
TIPOJEMOHCTPYBATH HETaTHBHI HACALIKH 1% KPHMYAH BLY HACHYCHHA
MBOCTPOBY BifiCbKaMH. BxaszatH Ha Jerpajaumno MeJHIHHH, Ha
HEBHKOHaHHA OOIUAHOK OKYNAMFAHOK BIAJOK, HA TOTATBHY
KOPYMMOBAHICTh T3 HA BHTICHEHHA MICUCBHX MEIIKaHIIE 3 KePIBHHX
MOCaT 1 3aMiH1 iX POCIAHAMH 3 MaTepHKa. BHCBITHTH 1HIN MpoGIeMHI
MHTAHHA, SK1 BHHHKIH B Kpivy mcas oxynami (3aHenas CLIBCHKOTO
roCrmoJapCTBa, CMITTEBHIT KOJIANC, HECTa4a BOIH T3 eHeprii).

8. | domarkoe: xam, =K1 | [Tepeabagaernca  pospoOka DBHKOHaBUEM CHHONCHCY MNPOrpaMH,

BpaxyBaTH npH YHIKQTBHOTO CUEHApllo, a TAaKOK MOCAYTH 13 3MOMKH YHIKATBHOIO
CTBOpEHH! Nnepeaw BIICOPATY, NMOWIYKY YHIKATBHHX MaTepiams, 3allHC 3BYKY, O3BYYeHHA,
MOHTRKY Ta 110CT- L
9. | ®opmar MPEG-4, AVI, MPEG, MKV, FLV, abo it popar npraaTsuit 114
BLICOMATEPIATY POIMOBCIOUKEHHA B  COIMATHHHX  Mepexax, BLICOXOCTHHIAX,
eaexTponHux 3MI, Teebagens: (TPK ado OATPK).
10. | Ayaiopsa ITia61p GOHOBOrO MY3HYHOTO CYNMPOBOUKEHHA, CTBOPEHHA 3BYKOBHX

edexTie BLIMOBLUIHO a0 cueHapuo dopmar: PCM, AAC/ mpegd
audio WAV, xanamn: L+R, §j1peiix: ne menme 320

EO¢, 9acTora auckpernsami: 24, 48 gl

11. | CTpoKH BHKOHaHHA BHX1 NEpIIOro BLIGOPOIHKY 13 cepii - He misHume 45 M6 3 JaTH BCTYTIY
3aMOBIEHHA (Ha BHXLY | JOroBOpY B CHTY

l-ro  BijeopomHKa 3
cepii)

3 IIOBaroxo,
KepiBHIIK OI0IDKeTHOI YCTaHOBH B.JIABPYCH

Propaganda video development request
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Judging by another propaganda video development request, this
time to discredit the Russia’s Black Sea Fleet, the tasks of InfoPsyOps
are being also set for the 73™ Naval Center of special operations (field

number A-1594), which is located in Ochakov.

}'3ATBEPIKVIO"
3amoenux BY
«__» 201 9p.
TEXHIYHE 3AB/JJAHHA
(dopmyasp)
HA CTBOPEHHS BileoMaTepiatis
Biiicekopa gactura A1594 samoenge nocayry y cdepl BHTOTORIEHHS Cepii BiAeOMATEPIATIE
33 TAKHMH TEXHIYHHMH, KUTEKICHHMH Ta AKICHHMH XapakTEPHCTHKAMHE MPeIMETY 3aMOBICHHS:
1. | ITpemver samoraenns | Cepis indopmauifAEEX Bigeopoaukie (6-8 BiaeopoaHKis)
E 2. | Tema IndopmyeanHs BH3Ha9eHOI mIBOBOI ayamTopii, mo YP PP
HeOoe3gaTHHA Ha (oHI GIOTIE 1HmMHX Kpaid YOpHOMOPCBKOTO
o PEri0HY
3. | IlpusHagenns Onepyioan daxTaMH, MOKa3aTH BH3HAYEHIA HITBOBIH ayAHTOPII, IO
U ob’exTy YD PP mecnpoMOXKHHI MPOTHCTOATH PIBHOIMHHOMY MPOTHBHHKY
u HE Mae BIacHOT DOHOBOT ICTOPIT Ta CIABHTHCH HEMOBArok0 ¥ BChOMY
m CBITI.
4. | Moea Pocifichka (pYCCKHIT A3BIE)
! 5. | Tpupamcts omuiei | 8-10 xpunn. Brxia — He piame Huk pas Ha 10 amiB, ommaMaIsHO —
< cepii Ta | pas Ha 7 JHIB.
NepIOIHIHICTD
m 6. |LIA Biiicskoeocayx6oem 3C PP, wienn ix cimel, ax1 nepedyearoTts Ha
J TOT AP Kpun.
7. | Jimis mepexoHaHns, | B ryMOpHCTHYHIA Ta JErKOAOCTYMHHH 14 CHOPHHHATIA dopmi
i Konuenuis nokazats MiHycH YD PP, sokpema:
z - 3acTapLIi 3PpasKH 030pOEHHA;
! - HEKOMMETeHTHHIl OCODOBHH CK1ad, KOPYMMOBAHICTH BHILOTO
KepiBHHUTEA (B AKOr0 OCOOHCTI MPIOPHTETH 3aBKIH MEePeBaKAIOTH
: HAJ BIFICEKOBHMH ODOB A3KaMH);
- BIACYTHICTH OOHOBHX TPaJHIIN Ta CHIPABKHIX HEPEMOL. 3BEPHYTH
yBary Ha NpakTH4HY OesmaasHIcTs GaoTy my 9ac Jpyroi ceiToBoi
BIfHH, 0cOOIHBO Yy nopiBHaHHI 3 iHmHMH ¢aotamm CPCP, axi
AFACHO BOIOBATH Ta HECTH BTPATH Y DOAX 13 MPOTHBHHKOM.
Takox mnpoaeMOHCTpyBaTH, mo maposaim 3C PP, axi
nepebyveaiots B Kpumy Oarato B 9oMy HeOOe€37aTHI, B HHX BEIHKA
KUTBKICTH 3PajHHKIB AKI OJHOTO pasy BiKe 3PajHIH MNpPHCA3 1
nepeiinit Ha Oik NPOTHEHHKA 3a «3apriaty». Harozomysaru Ha
TOTATHHHX HECTATYTHHX BIAHOCHHaX y maposaiiax 3C PP
Kpumy, Ha 3HYIIAHHI Hag CTPOKOBHKAMH 1 KOPYMITOBaHOCTL
romaHaupie. [TopiBHIOBaTH HOBITHI 3paskH 030poenHa kpain HATO
Ta 3acTapil 3paskH 030poeHHS, WO nepeOyBarOTh Ha 030pPOEHH! ¥
POCIAH 1 T
8. | HJoaatkoBi faHi, #AKi | 3AMOBHHKOM MepeadavacThcd po3podka BHKOHaBUEM CHHONCHCY
BpaxyBaTH MnpH MPOrpaMH, YHIKATEHOIO CUEHApilo, a TaKOX MOCIYTH 13 3HOMKH
CTBOpEHH! nepejadi VHIKQTBHOIO BiACOPAAY, MOMIVKY VHIKATBHHX MaTepiamis, 3amuc
3BVKY, O3BVHEHHS, MOHTAXY Ta NOCT-IPOAKIICHY
9. | Popmar MPEG-4, AVI, MPEG, MKV, FLV, abo 1smmuit popMaT npHaaTHHIT
BizeoMarepiaTy U4 POSMOBCIOUKCHHA B COLIATEHHX MEPEXax, BiJISOXOCTHHIAX. |

Propaganda video development request
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InfoPsyOps units troubles within SOF Command

Speaking to many officers of the SOF Command and the InfoPsy-
Ops Department, as well as with the InfoPsyOps regional Centers em-
ployees, with whom the author attended NATO PSYOPS courses, |
drew attention to some contradiction, more precisely — to the organiza-
tional and methodological inconsistency of the two types of activities.
I'll try to explain what | mean.

The fact is that the leadership of the SOF was composed mainly of
people representing Special Forces (Spetsnaz) and Airborne troops. It
was difficult for them to deeply understand the tasks and purpose of
InfoPsyOps units. In their understanding, the SOF is, first of all, respon-
sible for sabotage, special intelligence and terrorist attacks on the enemy
territory. Their professionalism has nothing in common with the “mili-
tary nerds” — officers with civilian duties, smart conversations, tablets
and laptops. In this regard, the SOF Command initially had and still has
a somewhat alienated and cool attitude towards the activities of the In-
foPsyOps units.

There is a bright memory from the past: in 2017 | once again visit-
ed the SOF Command building and waited for General Lunev to meet
me. There were two Special Forces Colonels in the reception room with
me. These officers discussed quite loudly the arrival of a cargo ship
from the United States in Odessa port with 20 Humvees for the needs of
the SOF. During the discussion, one of the Colonels noted that most of
the vehicles would leave for Special Forces units under the Command,
while a few had been requested by InfoPsyOps Centers. The reaction of
the second Colonel was violent — “They will get nothing! And why
would they need Humvees? They bought laptops, that is more enough!”
This pretty vividly characterizes the attitude towards InfoPsyOps spe-
cialists within the SOF Command.

Corruption, the major problem of modern Ukraine, has also been
relevant in the SOF. Financial abuses of Lieutenant Colonel Alexander
Sergienko, the CO of the 74" InfoPsyOps Center have long been carried
out by law enforcement agencies.

State secrets protection has also been a mission impossible. The
personal data of the 72" and 83" InfoPsyOps Centers personnel, as well
as their Internet assets has leaked to the Web and become publicly avail-
able. In accordance with Ukrainian legislation, information regarding the
armed forces personnel is a State secret. That is why the question “Who
Is to blame of the state secrets disclosure if the source of the leak is the



https://myrotvorets2.org/
https://bg14.org/catergory/72cipso/
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officers of 72" InfoPsyOps Center themselves?” was sarcastically
spreading through social networks.

There is to be an answer to this question. Following the leak of the
restricted information about the 83" InfoPsyOps Centre to the Internet,
the Control bodies of the Ukrainian armed forces confirmed the authen-
ticity of the documents posted and commenced an investigation to de-
termine the causes of the leak. The SOF Command, in their turn, per-
formed an official investigation as well.

After the investigation had been over, Colonel V.V.Lavrus, the 83"
InfoPsyOps Centre CO, Major S.V.Kovalenok, the Deputy Commander
for Logistics, and Lieutenant S.A.Soloviev, the Head of the State Secret
Protection Service were found guilty.

Afterwards, the military prosecutor of the Odessa garrison added
two criminal offences to the Unified Register of Pre-Trial Investigations:
No. 42020161010000103 according to Part 3 of Article 422 of Ukraine’s
Criminal Code, “Disclosure of military related information which repre-
sent the state secret, or loss of documents or materials which contain
such data” and No. 42020161010000110 according to Article 363 of
Ukraine’s Criminal Code “Violation of electronic computers (comput-
ers), the automated systems, computer networks or networks of tele-
communication rules, or information protection rules”.

The above-mentioned facts show serious problems in the SOF In-
foPsyOps units. It is a misunderstanding by the Command of the specif-
ics and their activities, corruption, state secrets disclosure, illiterate per-
sonnel, etc. Such “diseases” of the InfoPsyOps structures affect the ef-
fectiveness of their activities a lot, and question any possibility of a pro-
ductive reset.

As | previously mentioned in my other investigation of the Ukrain-
lan_influence operations in Europe, it is possible that these systemic
problems may have led to the decision to transferthe InfoPsyOps Centers
to the newly created Communications and Cybersecurity Command.



https://ukr-leaks.com/ru/Contents/Details/Investigation?id=operatsii-vliyaniya-ukrainy-protiv-evropi-part2

UKR-LEAKS.COM
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Confrontation between special services

The problem of coordination and interaction between the power
structures is the weakest point in the planning and implementation of
SPO. This, by the way, is being recognized by the leadership of the se-
curity forces themselves. As an example, | offer a document to confirm
this insight.

DCIS' report on special information operations
(Page 1)
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DCIS' report on special information operations
(Page 2)

According to the document, Colonel O.Dovidkov, the then SBU
Deputy Head of the DCIS, reports that his office is actively working on
special information operations including at the state level. It’s pointed
out that these operations are carried out in close cooperation with the
Foreign Intelligence Service, the Directorate of Intelligence of Ukrainian
MoD and the Administration of State Border Guard Service of Ukraine.
The NSDC coordinates this activity.

| would like to draw your attention to the fact that the document
doesn’t mention the involvement of the SOF InfoPsyOps units in the op-
eration and, as a consequence, coordination of joint actions with them.

Someone can say: well...forgot to include InfoPsyOps
units...anything could happen...made a mistake. However, in my opin-
ion, this is not an accident but a dominant trend: SBU doesn’t believe in
the effectiveness of information efforts made by the Armed Forces. By
the way, the former Deputy Minister of Information Policy of Ukraine
Tatiana Popova recognizes this departmental selfishness and other mis-
takes. In March 2017, she said: “Today, more professionals and decision
makers understand the inefficiency of some methods and projects of in-
formation war that are being currently implemented. And some “pro-
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jects” are already led by law enforcement agencies. Therefore, we
should expect a certain reset of this direction sooner or later”.

The lack of coordination led to the fact that the officers of one of
the special services eliminated agents of another agency on the territory
of unrecognized republics. I won’t mention names, but certain people
will understand what I’m saying about. As a result, this led to scandal
but nothing changed. Nobody wanted to concede this confrontation and
the interests of the state took a back seat.

In the behind-the-scenes struggle between Ukrainian special ser-
vices on the field of the information war, it seems to me that the upper
hand is still prevailed by the Security Service. Main concepts are born in
this structure. The rest are involved in terms of concerning or are not in-
volved at all.

As to me, it is not a coincidence that President Vladimir Zelensky
on March 26 awarded the rank of Major General to the Deputy Head of
the DCIS Julia Laputina, who became the second female general in
Ukraine.

| think that it is a recognition not only of her personal merits but
also the service’s “achievements”. President notes that Laputina “knows
what the protection of the country from Russian aggression is”. Having
made her a General, the management of the SBU will use this model as
a motivator of professional formation of the information front’s fighter
and imitation model for the young generation. Here’re just a few strokes
to her portrait.

She's 51 and has been serving in the SBU since 1992. By the way,
her husband also serves there. She was professionally engaged in sports
shooting, presented PhD thesis in psychology. She worked in counterin-
telligence and then as a senior officer at the Special Operations Center
“A”. She participated in operations to neutralize the “separatist putsch”
in Crimea in 1994. In 2008 she developed the Concept of Mental Inte-
gration of Crimean Citizens into Ukraine. After the announcement of the
anti-terrorist operation in April 2014, she provided the landing of the
first combined group of SBU in Kramatorsk Airport.

She was also engaged in special intelligence and worked with pro-
Ukrainian activists (imitation of mass protest movement in the
DPR/LPR). She negotiated with the local population in the territories
which are out of Kiev control in order to prevent them from storming
Ukrainian checkpoints. She prepared radio messages for the residents of
Kramatorsk on behalf of the Ukrainian government. At the order of Ki-
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ev, she headed a task force (as Laputina recalled, “worked in balacla-
vas”) to detain “terrorists”. She shares her experience in teaching the
young generation and gives a lecture course on the theme: "Sense War
of the Russian Federation against Ukraine".

And would you like to know what Laputina meant when she said
“worked in balaclavas?” In 2014, when there was no solid front line,
Laputina and her subordinates repeatedly travelled to different cities of
Donbass where they detained people for “anti-Ukrainian posts” on social
networks. It was DCIS that launched a real headhunt on the Internet for
persons opposed to Kiev's policy. It was Laputina and her “bounty hunt-
ers” who were behind the mass arrests of dissenters who simply believed
they were entitled to their opinions...
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INFORMATION WARFARE UNITS

Probably, InfoPsyOps became a trendy topic in the ranks of
Ukrainian security forces. Not so long ago the Information Warfare (1W)
units were created in Ukrainian Armed Forces in order to detect and
counter information threats. At the level of the ground forces headquar-
ters, an IW department was formed and consisted of 3-4 officers. Moni-
toring and counteraction teams which consisted of 5 military and civilian
specialists were formed in brigades and regional military committees.

In addition to weekly reports on the publication of negative materi-
als about Ukrainian armed forces on the Internet, these units also spread
positive articles about military service and maintain official pages of
military brigades on Facebook. For example, 14 separate mechanized
brigade is available at facebook.com/14ombr, and 57 motorized brigade
Is facebook.com/57InfantryBrigade, etc.

In the General Staff of Ukrainian Armed Forces, Major General
Rapko, Head of the General Directorate of Communications and Infor-
mation Systems — Head of Communications Troops, was appointed re-
sponsible for this work. Major General Bargilevich, Deputy Commander
for Territorial Defense, oversees the information struggle in the Ground
Forces. Lieutenant Colonel Kostenko was appointed Head of the Ground
Forces Headquarters’ Department of Operations.

Training of specialists is carried out at the Military Institute of Tel-
ecommunication and Informational support named after Heroes Krut. In
particular, they are trained to work on the automated monitoring com-
plex "Oko" and the special program on distribution of information mate-
rials "Bliskavka" ("Lightning").

Work on social networks is organized from fake accounts. In this
way, officers periodically have problems with Facebook, which actively
blocks such "figures",

It is clear that the structure is still in the formation stage, so it is not
surprising that the work is carried out quite formally.

The creation of new units of information war in the ranks of
Ukrainian Armed Forces may indicate the growing mistrust of the
Ukrainian military command towards the leadership of the SOF. Increas-
ingly, the Special Operations Forces chiefs position themselves as inde-
pendent players not only in the power bloc but also in the political space
of Ukraine.
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CONCLUSION

Finally, | want to note a slight correction in InfoPsyOps vector to-
ward Donbass. The most aggressive SPO actions occurred during the pe-
riod of President P.Poroshenko, i.e. from 2014 to 2019. It was during
this period many terrorist attacks were carried out, aggressive propagan-
da materials were distributed, and considerable efforts and funds were
allocated for these purposes.

As President Vladimir Zelensky took the office, there were some
changes in the InfoPsyOps technology. The new President's entourage
recommended him to soften military rhetoric in propaganda and mini-
mize sabotage and terrorist acts. In his campaign statements, Zelensky
promised to focus on winning the hearts and minds of the Donbass
population and inducing them to return to the lono of Ukraine. A num-
ber of steps have been taken to that end. For example, the TV channel
“Dom” was created for the residents of the DPR/LPR. It was aimed to
form an attractive image of Ukraine. The President introduced the post
of Special Assistant to the Head of the National Security and Defense
Council, who is responsible for humanitarian issues in Donbass region.
Sergei Sivohu was appointed to this post.

However, as further developments have shown, the highly influen-
tial “war party” in Ukraine and radical nationalists oppose such an ad-
justment of information policy towards the Donbass republics and insist
on a forceful solution of this conflict. And representatives of this “party”
are winning. A clear example of this is the resignation of S.Sivohi after
his attempts to establish a dialogue with the DPR/LPR. Resignation fol-
lowed after the pressure by nationalist circles.

And here again it is worth mentioning the activity of SOF In-
foPsyOps units of the Armed Forces of Ukraine. The first critics of the
new president’s attempts to start a settlement of the conflict in Donbass
were the media platforms controlled by the SOF InfoPsyOps units. And
first of all, the infamous “InformNapalm”, “Sprotiv”’, “Enigma”, which
are actively used by the employees of InfoPsyOps units to carry out their
operations. These platforms were the ones who began to actively spread
the allegedly “disrespectful” tone of Zelensky in conversation with the
fighter of Ukrainian Armed Forces during his visit to JOF zone. They al-
so started and constantly maintained a negative focus on Zelensky’s
phrase “You just have to stop shooting...” And here it is worth noting
that all attempts made by new administration to settle the conflict in



=
O
O
2
.
<L
Ll
=
a4
-
—

42

Donbass region suspiciously coincided with the intensification of hostili-
ties. Every method was accepted. The bombing of Marines during works
on engineering equipment of positions near Pavlopoly in August 2019,
which the Ukrainian side immediately wrote off for attack from a gre-
nade launcher from the DPR side. Four miles from the front line! And
the death of two snipers, senior officers of the Central Security Service
“A” at the end of November 2019, on the DPR controlled territory. And
once again the Ukrainian side quickly accused Donetsk and Russia. In
both cases, it was a strong hit at peace supporters in Donbass.

So, here’s my conclusion. There’s a very strong pro-military lobby
in security structures of Ukraine, which came to the leadership positions
when Poroshenko was in office. This lobby doesn’t need peace in the
region. Naturally, the new president’s populist attempts have aroused
ardent resistance from the representatives of this lobby. Therefore, the
provoking of hostilities and InfoPsyOps units’ information attacks
against the Ukrainian leader went into action. Who are the members of
this lobby?

Just remember Zelensky’s inauguration. The only chiefs in the
power bloc who did not give him the honor were the Chairman of the
SBU Gritzak and SOF Commander Lunev. And if it became possible to
remove Gritzak from the office (although there are still a lot of his sup-
porters left there), Lunev, on the contrary, holds his post firmly. No
scandals, including corruption by his son or data leakage from InfoPsy-
Ops units, can remove him from the post.

This means that Ukrainian security forces will continue their little
effective, but certainly criminal, sabotage and psychological operations.
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